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. ACADEMIC SYLLABUS
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o Overview of federated learning
and its significance.

o Comparison with traditional
centralized and distributed
learning.

o Types of federated learning:

horizontal, vertical, and
federated transfer learning.

o System architecture and

components.

o Key concepts and terminologies.
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e Challenges in federated
optimization.

o Communication efficiency and
strategies.

o Case studies and applications.

O I

o Understanding non-IID data
distributions.

o Techniques to handle data
heterogeneity.
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o Privacy-preserving
techniques: differential
privacy, secure multi-party

computation.
o Data anonymization and

encryption methods.

o Federated learning in regulated

industries (healthcare, finance).

o R

e Implementing a federated
learning model from scratch.

e Training and evaluating the

model on decentralized datasets.

o Model aggregation techniques.
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o Federated learning with
heterogeneous systems.

o Addressing common issues
and debugging.

@ TensorFlow Federated
L (TFF) FHRAESR N
e Overview of TensorFlow

Federated.

o Setting up the development
environment.

» Basic operations and building
a simple federated learning
model.
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« Homomorphic encryption and its
application in federated learning.

e Secure aggregation protocols.

o Federated learning with
differential privacy.

@ PySyft %3 R K

o Overview of PySyft and
its features.

o Setting up the development
environment.

e Building federated learning
models using PySyft.

o

o Federated learning in healthcare:
predictive modeling and diagnosis.

o Federated learning in finance: fraud
detection and risk assessment.

o Other applications: smart
cities, loT, and more.



. PROJECT BASED LEARNING

I B SLEGRBURP--M B 2 2RI SLE o

LIRS E S
) BXFPEIHELR ‘ @E:j Tz e == 3 | A 8BRS RS |
#IF TensorFlow Federated BERXIRENNELZEHEL, XBZESRATBSINZE/A,
g PySyft SAELS MBS ES WMABENES (IDS) | E=R BRIRI GRS EPHNEIER S,
EAgHE o NS ERN ,

SEEGIRRA BT A TR K28

TensorFlow Federated Python Snort (IDS) EDFRFA

PySyft VirusTotal (FEEREEGHr) Vil

FEDERATED LEARNING IN CYBER SECURITY
[



. PROJECT BASED LEARNING
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Form teams and brainstorm ideas.
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Define the scope of the cybersecurity

challenge to address.
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Select the federated learning
framework and tools.
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Collect and preprocess synthetic
or publicly available cybersecurity
datasets.
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Develop initial machine learning
models for cybersecurity threat
detection.
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Set up the federated learning
environment for model training.
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Implement federated learning to train
models across distributed datasets.
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Test the models for accuracy,
efficiency, and robustness against
cyber threats.
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Ensure data privacy and security

during model training and evaluation.
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Deploy the federated learning
models in a simulated environment.
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Demonstrate how the models
detect and mitigate cybersecurity
threats in real-time.
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Present the solution to a panel of
judges, highlighting innovation,
effectiveness, and potential impact.
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